AUTHENTICATED
U.S. GOVERNMENT
INFORMATION

GPO

39.101

(c) Involves command and control of
military forces;

(d) Involves equipment that is an in-
tegral part of a weapon or weapons sys-
tem; or

(e) Is critical to the direct fulfillment
of military or intelligence missions.
This does not include a system that is
to be used for routine administrative
and business applications, such as pay-
roll, finance, logistics, and personnel
management applications.

Subpart 39.1—General

39.101 Policy.

In acquiring information technology,
agencies shall identify their require-
ments pursuant to OMB Circular A-130,
including consideration of security of
resources, protection of privacy, na-
tional security and emergency pre-
paredness, accommodations for individ-
uals with disabilities, and energy effi-
ciency. When developing an acquisition
strategy, contracting officers should
consider the rapidly changing nature of
information technology through mar-
ket research (see part 10) and the appli-
cation of technology refreshment tech-
niques.

39.102 Management of risk.

(a) Prior to entering into a contract
for information technology, an agency
should analyze risks, benefits, and
costs. (See part 7 for additional infor-
mation regarding requirements defini-
tion.) Reasonable risk taking is appro-
priate as long as risks are controlled
and mitigated. Contracting and pro-
gram office officials are jointly respon-
sible for assessing, monitoring and con-
trolling risk when selecting projects
for investment and during program im-
plementation.

(b) Types of risk may include sched-
ule risk, risk of technical obsolescence,
cost risk, risk implicit in a particular
contract type, technical feasibility, de-
pendencies between a new project and
other projects or systems, the number
of simultaneous high risk projects to
be monitored, funding availability, and
program management risk.

(c) Appropriate techniques should be
applied to manage and mitigate risk
during the acquisition of information
technology. Techniques include, but
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are not limited to: prudent project
management; use of modular contract-
ing; thorough acquisition planning tied
to budget planning by the program, fi-
nance and contracting offices; continu-
ous collection and evaluation of risk-
based assessment data; prototyping
prior to implementation; post imple-
mentation reviews to determine actual
project cost, benefits and returns; and
focusing on risks and returns using
quantifiable measures.

39.103—39.104 [Reserved]

39.105 Privacy.

Agencies shall ensure that contracts
for information technology address
protection of privacy in accordance
with the Privacy Act (5 U.S.C. 552a)
and part 24. In addition, each agency
shall ensure that contracts for the de-
sign, development, or operation of a
system of records using commercial in-
formation technology services or infor-
mation technology support services in-
clude the following:

(a) Agency rules of conduct that the
contractor and the contractor’s em-
ployees shall be required to follow.

(b) A list of the anticipated threats
and hazards that the contractor must
guard against.

(c) A description of the safeguards
that the contractor must specifically
provide.

(d) Requirements for a program of
Government inspection during per-
formance of the contract that will en-
sure the continued efficacy and effi-
ciency of safeguards and the discovery
and countering of new threats and haz-
ards.

39.106 Contract clause.

The contracting officer shall insert a
clause substantially the same as the
clause at 52.239-1, Privacy or Security
Safeguards, in solicitations and con-
tracts for information technology
which require security of information
technology, and/or are for the design,
development, or operation of a system
of records using commercial informa-
tion technology services or support
services.
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